Board of Commissioners Special Meeting Minutes
July 16, 2026, 4:30 p.m. Virtual Meetings

In attendance: Sherri Kooy, Ron Huxtable, Robert Poindexter, Michele Talley and Anthony Gonzalez.
Also in attendance: Tom Richardson and Glenda Bishop.

The meeting was called to order at 4:35 p.m. by Sherri Kooy, Board Chair.

Glenda began by explaining to the Commissioners that while we have been notified of a security
incident, please note that this is a third-party breach, this has nothing to do with our campus network
security or the medical records within our current EMR/AthenaHealth.

In 2017 QMVC transitioned from CPSI to our current EMR, AthenaHealth.

During this transition, QVMC contracted with a third party to store records previously held in CPSI.
This company, now known as Aesto, currently holds those medical records as well as other medical
records which were stored onsite in paper format but have now been digitized and sent to Aesto for

retention.

On Tuesday, June 7 we received notification of a network security incident at Aesto:
e Occurred between December 2, 2025 and December 18, 2025.
e On May 26, 2026 Aesto confirmed that a limited amount of information may have been
accessed or acquired by an actor.

QVMC’s response:

e We have chosen to “opt in” to have Aesto notify HHS OCR on our behalf. We have received
confirmation that they have received our communication and decision to have them make this
notice.

e QVMC will need to notify the Washington Attorney General’s Office as well as Oregon’s
Attorney General using a regulatory letter provided to us by Aesto. (The requirement to notify
neighboring states of the incident is based on the number of individuals represented in the
incident who reside in each state. Oregon was the only state that met the regulatory threshold.)

Tom Richardson explained that we have an obligation to notify those patients who were identified by
Aesto as being potentially impacted by the security incident.

e Tom reached out to obtain a list of individuals whose information may have been affected by
the incident.

e After removing duplicates, it appears there are approximately 39,000 affected individuals.
These patients go back, potentially, decades. Some are deceased, relocated, etc.

e Aesto is unable to issue individual notifications on our behalf, but have provided us with a letter
to use.

Next steps:

We are recommending that QVMC use a third party to send the required notice to these potentially
affected individuals. We have three quotes: $54,810, $40,560, and $20,400 (which will likely come in
lower depending on how many patients are excluded based on their determination of valid addresses).
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We have visited with the team at Avalon who submitted the lowest quote. We are very comfortable
with their ability to execute this project in a timely and compliant manner. Therefore, we are
recommending that we move forward immediately with Avalon for notification of potentially affected
individuals in the Aesto security incident.

A motion was made by Ron Huxtable with a second from Michele Talley to move forward with Avalon
for notification of those individuals who may have been impacted by this incident. Motion carried.

There being no further business, the meeting was adjourned at 5:09 p.m.
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(Minutes recorded and submitted by Glenda Bishop, CEO)



